Vulnerability Analysis of LOADng Routing Protocol
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Context

LOADng [1] is a routing protocol designed for low-power and lossy networks. It is ratified as the default routing protocol for G3-PLC (Power Line Communication) networks, and widely deployed for smart grid in France. 

LOADng is a routing protocol, derived from AODV [RFC3561] and extended for use in Mobile Ad hoc NETworks (MANETs).  As a reactive protocol, the basic operations of LOADng include generation of Route Requests (RREQs) by a LOADng Router (originator) for when discovering a route to a destination, forwarding of such RREQs until they reach the destination LOADng Router, generation of Route Replies (RREPs) upon receipt of an RREQ by the indicated destination, and unicast hop-by-hop forwarding of these RREPs towards the originator.  If a route is detected to be broken, e.g., if forwarding of a data packet to the recorded next hop on the route towards the intended destination is detected to fail, a Route Error (RERR) message is returned to the originator of that data packet to inform the originator about the route breakage.

Problem statement 

Although widely deployed, the vulnerability of LOADng as a routing protocol is not well studied yet (but some work exists already considering other reactive routing protocols such as AODV). In this project, you are going to think as a hacker, and the question you are going to have is: what can I do to kill the network running LOADng? A similar study on another routing protocol SMF is available at [2].  And then, another question is: what can I do to protect it?  
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